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SECRET 

UNITED STATES 

FOREIGN INT ELLIGE NCE SURVEI LLANCE COURT 

WASHINGTON, D. C. 

Approved for public release. 

A ver ified ap p lication having been made by -

- Attor n ey , United States Department of Justi ce , for an 

order authorizing insta l lation and use of one or more pen 

register and/or trap and trace device s 1 pursuant to the Foreign 

Intelligence Surveillan ce Act of 1978, as amended (the Act), 

Title 50, United States Code (U.S.C.), §§ 1801-1811, 1841 -18 46, 

and full c onsidera tio n h aving been given to the matt ers set forth 

therein, the Court finds that: 

SECRET 

Deriv ed from: Application to the USFI SC in Docket 
Number Captioned Above 

Declassi fy on : Xl 

1 The Government a l so has made an app lication to the Court 
for certa in tangible th i ngs pursuant to SO U.S.C. § 1 861. The 
Gover nment has only requ ested a response to that application in 
the form o f the at t ached secondary order(s). 
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1. The Coun se l fo r I n tel lige n ce Po l i cy i s a u thori z ed 

to approve applic a tion s for pen register and/or trap and tra c e 

dev ice (s ) survei l lance un der t h e Ac t . 2 

2. The appli ca nt has certified t hat t he in f o rma t ion 

likely to be obta in ed fro m the requ e s ted p en r e gist e r a nd/or t ra p 

and t race de v i ce (s) is re l eva nt t o a n 

to protec t aga ins t int e r nationa l ter rori sm 

that is not being condu c ted solely upon the ba si s of activities 

protected b y the First Amendment to the Con st itution . 

• See Attor ney Gen e ral Order Numbe 
a copy o f whi c h is on fi l e wi th this Cou r t. 
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WHEREFORE, th e Court finds t ha t the app li ca tion of the 

United States to install an d use p en register an d/ or t r ap and 

trace (inc l uding caller identification details r eg arding incoming 

cal ls) d ev i ce(s), with n o geographic limits or re strictions 

within the United State s , as described in the a pp lication, 

satisfies the requ irem ent s of the Act and , the re fore, 

IT IS HEREBY ORDERED, pu rsuan t to the aut hor ity 

conferred on this Cour t by the Act , t hat the application is 

GRANTED, and it is 

FURTHER ORDERED, as f oll ows : 

(1) Installa t ion and use of p en register and/or trap 

and trace dev ice(s) are authorized for a period of ninety days 

from the date of this o r der, unless otherwise ordered by the 

Court. With respect to the e-mail 

account(s) / address(es)/ i d en tifier{ s ) , installation and use of p en 

register and/or trap an d trace devic e (s) to coll e ct al l 

addressing and routing i nformation reasonably likely to identi fy 
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the source of electroni c mail communic a ti ons dire cted to, and the 

destination of electron i c mail communications originating from, 

the account(s)/address( e s)/ide ntifier( s) specified in pa ragr aph 

4, above , including the Inte rn et Pr o toc .ol addre ss of th e 

sou rc e/dest ina tion, the d ate s a n d ti mes of such communi c ati ons 

and the "To:," "F rom:," " cc :," and "Rec ei ved : " headers for tho s e 

communications, but not the contents of such communications as 

defined by 18 U .S.C. § 2 510 (8), are authorized for a period of 

ninet y days from the da t e of this ord er, unless otherwise o rdered 

by the Court. 

(2) The authority gra nt ed is within the United States. 

(3) A • • • t d . th lication 

(sp ecified person(s)), are 

dir e cted to fu rn ish the FBI wit h an y in f orma tion, fa cil ities , or 

te chn ical assis tance necessary to accompli sh the installation and 

opera ti on o f the pe n re g ist e r an d/or trap and trace de vice(s} in 

such a manner as will p r otect thei r s ec r ecy and produce a minimum 

amount of interference with the s ervices each spe cif ied person is 

providing to its subs cr ib er . Each sp ecifi ed person sh all not 

disclose the existence of the inves t ig at ion, or of the pen 

regist er and/or trap and tra ce device(s) to any pers on unless or 

until orde r e d by the Court , and shall maintain all records 

concerning the pen register and / or t rap and tra ce device(s), or 
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the aid furnished to th e FBI, under the security procedu re s 

approved by the Attorne y Gene r al an d the Di re ctor of Cen tral 

I ntelligen c e that have p r ev i ou s l y b e en or· wil l be fu rn i sh ed to 

ea ch s peci f ied pe r son and a r e on file wi t h th i s Court. 

(4) The FBI sha ll co mpen sate the specified pe rs on(s) 

referred to above for reasonable exp enses incurred in prov iding 

assistance in con ne ction wi th the installation and use of the pen 

register and/or trap and trace device(s) authorized herein. 

Signed 
Date 

I, Karen E. Sutton, Clerk, 
_Ff SC, certify that this document 
1s a true and .. ~ort9ct,9opy 
of the origin~ 
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~ 
Jud ge , United States Foreign 
Intelli ge nce Surv eillan ce Court 
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